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NUMURKAH SECONDARY COLLEGE

104 Tocumwal Road, PO Box 229, Numurkah, 3636 - Phone (03) 5862 1088

Email: numurkah.sc@education.vic.gov.au Website: www.numurkahsc.vic.edu.au

Dear Numurkah Secondary College Community,

The purpose of this letter is to inform you that the College is aware of serious concerns around recent
use of social media. The main issues reported relate to the use of TikTok to create accounts that
videos and images of students and staff without their permission, including examples of insulting or
demeaning comments. These posts are not just mean, or unpleasant. They are unlawful.

It appears likely that a student or students in our community may be responsible for this content
though work continues to confirm this. While it has been reported and is currently under
investigation, it is timely to remind parents and caregivers of the importance of cyber safe behaviour
in unsupervised environments.

We are appealing to you as parents, to work with teaching staff to support your student’s learning
about cyber safe behaviour. Behaving inappropriately online can have significant and lasting effects
on others. Unlawful behaviour such as online harassment and cyberbullying can lead to serious legal
ramifications for those responsible. It not possible for the College to monitor students’ personal
devices when they are offsite, and as such we ask that you remind your students of the importance
of using social media appropriately, and communicate with them regularly to avoid further incidents.

We ask that you work with your child to encourage positive behaviour such as:

- Daily check-in with your students about who they are texting, what groups they are in on
social media such as Snapchat, TikTok and Discord and if the conversations in the groups are
appropriate.

- Remind them of what is appropriate to send online and in group formats/settings.

- If these conversations online are not appropriate, encourage your student to remove
themselves from the group and to take this evidence to a trusted adult.

- Encourage your student to be aware of their digital footprint, regularly remind them that
even though something may be deleted it is unlikely to disappear from the internet!

- Encourage your student not to be a digital bystander, and to provide a safe space to let your
student tell you about inappropriate, hurtful or mean conduct.

If you require support to have discussions with your student about the use of their personal
devices, the following resources may be useful:

https://www.esafety.gov.au/key-issues/esafety-guide https://www.cybersafetysolutions.com.au/
https://www.happyfamilies.com.au/
https://staysafeonline.org/get-involved/at-home/cyberbullying/
https://www.beyondblue.org.au/who-does-it-affect/young-people/helpful-contacts-and-websites

Our staff will continue to teach cyber safety content in our Focus sessions and via The Resilience
Project. This will support students to make appropriate decisions within their sodial networks such as
TikTok.

At any stage, if your child informs you of an online situation which is concerning, we ask that you get
in contact with the College, Victoria Police and/or encourage your child to report this via
https://www.esafety.gov.au/report/cyberbullying .
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Lastly, we ask you to actively help your student continue to follow the Department of Education policy
for mobile phones with no access between 9:00am and 3:20pm. This is essential to keep everyone
safe within the school. The policy states that if mobile phones are seen there will be increasing
consequences from the phone initially being confiscated until the end of the day, through to external
suspension.

While we hope the investigation will show our students are not involved in the current TikTok posts,
the following message is also important. To any students who may be involved in the posting of any
current inappropriate content. We strongly encourage you to make the wise decision to remove the
content and close the accounts. You may incorrectly think the videos you are posting are harmless
fun but the hurt you are causing is real, as are the consequences when you are caught.

Chris Barnard
Assistant Principal- Engagement & Wellbeing
Numurkah Secondary College
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